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Today©Talk
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IS It Hadware or Softwae?

¥ What type of b is it?
¥ | ook at the mechanical design?
¥ Who@ runs the Hadware Team?
¥ What silicon is it using?

¥ How big is the compay?
¥ Sub Contractor?
¥ Check br posts!







Our Virtual Device

0] 5

Network Ethernet pr——
Processor [ I MAC ;

( )

—F

Managemen
Processor

N ——



Network
Processor

Ethernet MAC

W

Management BUS

Ethernet
MAC

N
-

|

Managemen
Processor

¥ Who is the \endor?
¥ What are the specs?

¥ What revision is the chip?
(AO is sveet,sweet |love)

¥ ESIC will getqu true love

¥ Eerybody uses the same
driver - audit the drier
code



Ethernet Frames

Frames Br Sec Megabits er Sec
1,500,000 1,000

1,125,000 750

750,000 500

375,000 250

0 0

64 512 1518 64 912 221518



ContentAddressable Memar
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¥ Same Questions
¥ Semi Pogrammable
¥ Super Fast,ittle Flexibility

¥ Cisco Switches arCAM
Based - accessible via
SNMP

¥ OverRRow the CAM



Field Pogrammable GatArray
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¥ Questions dort@pply
¥ \ery Pogrammable

¥ It6 a Pocessor (custom)

¥ Some Security Guy ->
Some Softwar Engineer -:
Some Requements
Documents -> Some
Design Engineer

¥ Attack State Machine and
Parsing Engine

¥ Abnormal QA cycle
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¥ Questions dori@pply

¥ Programmability is based
on theVendor

¥ It6 a bx beld pattern pars
¥ State State and mae State
¥ Much stonger on bugs

¥ Realy bad on memay

¥ Use it®abuse of memar
to your advantage
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¥ dist your averageordinary
chip

¥ If you cause the
management interface to
be busydo paclets slav
down?

¥ Realy bad on memay

¥ Use it®abuse of memagr
to your advantage



Exception Pocessing

¥ Exception pocessing 0OSlaPathO
¥ Most complex deices hee one

¥The more complex the equestihe better
chance it ges thee

¥ If you can get to the Managementdeessor via
Exception wu can oot the box or denial of
service the bx

¥ Tip:If a device suppots encryption,exception
handling is constanbu can DDoS with aeiwv
Kbytes of trafbc



BUS

¥ Multiple BUSes sometimes
FPGA : %
= ¥ If they are interconnected doeshO
<—|—> <-|+ matter still wealest link the chain
CAM

AE piid ¥ Some buses carandle interleged
Ethernet pu—— paclets
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Bus Math

Bus and Peak 32 bit Peak 64 bit Realit
Frequency Transér Rate| Transér Rate y
33-MHz PCI 133 MB/sec 266 MB/sec 972 Mbl/s
66-MHz PCI 266 MB/sec 532 MB/sec N/A
100-MHz PCI-X N/A 800 MB/sec 2 Gbl/s
133-MHz PCI-X N/A 1 GB/sec N/A
AGP8X 2.1 GB/sec N/A

* Patts of the data ae@ from Dell and Intef(hebsite







Connection Math

¥ 70 percent of trafbc I CP (location matters)
¥ AverageTCP packt size ~ 512 ptes
¥ (99% < 70 ptes and > 1400)
¥ 1 Gigabit at 512 ytes equals 244k connections
¥ (1,000,000,000 / 8) / 512 = 244k

¥ TCP setup equires 3 packts under 70 ptes (generaj)
which means...

¥ Gigabit Ethernet wigs can hee 1.4 million connections per
second hppening at anmoment in time

* The stats change per aboweary 9 -12 monthsThese stats & from November 2004Source:More sites that | can list
(Cable Companie3$elcosMajor Uniersities and Corporations)



Softwae Interupt Stats

¥ A super high end Ethernet Car
¥ (Intel Po/1000 Sever)

¥ Receie 680,000 p
¥ Transmit 840,000

0S

0ps

¥ The abwe can ory handle half-duplelet

alone full-duplex

¥ ConclusionHardware Systems don§ufier
this fate (depending on the ldware system



Softwae Rerformance

¥ If your using @Dude itCa DellO...




Softwae Baxes

¥ We already knav - limited by BUS




Softwae Optimizations

¥ Bufers ae the ley

¥ Having too mawy bufers causes latency due to
slow access of the budfs

¥ Bufers ae generajl not malloa
¥ Too Slowv
¥ Bufers ae set to max paokt size

¥ If the device suppots jumbo frames that®k
size..




Bufers Contirued

¥ Fragmentation antiCP Reassemptale up
bufiers (64k IP + ?7PCP)

¥ Generaly an aditional pool of memoy

¥ Attacks oser time based on # of budfs - or
worse \et they drop when bufers ase full!

¥Regular Exm@ssions or Rstocol Decoders
¥ They take up buférs!



Finding the Kill spot

¥ Something(@ost moe than others

¥ What costs the Ba the most?
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Example - ISS

¥ First Questions:
¥ What type of box is it?
¥ Look at the mechanical design?

¥ Who@ runs the Hadware Team?
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Example - ISS

¥ They use a PCI Bus on that Dell Ptath
¥ Bus limited to 528 Mbits/s full duplex (472 due teechead)
¥ Using Softwae - so Interupts come into plg
¥ 368 Mbits/s full duplex (64yte paclets)
¥ UsingTwo Ethernet Contollers
¥ Double the Interupt fun! 184 Mbits/s
¥ Requies at least double beffing
¥ Ethernet 1 to PC to Ethernet 2
¥ A Dell Sewer costs $3k (US) max
¥ ISS charges $36k (U8 the product



Example - ISS

¥ Second Questions:

¥ What is the rated max concuent sessions?
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Example ISS

¥ (Flov Reassempgl+ TCP Reassemph Max
Paclet Size) * Max Sessions

¥ (64k + 9k + 9k) = 82k * 1,000,000
¥82,000,000,000 = 82 Gigdles of memoy
¥Max adlressable memar- 4 Gigaltes

¥ 1,000,000 sessions concant can be
overf3owed on a single Ethern&ire



ISS - Knwing that

¥ It most likely carihit 1 Gigabit per second since itould
get killed on small paeks

¥ It canthandle 1 Million connections
¥ Cantaddress that mich memoy
¥ Too mary bufer copies
¥ No memory for anything else!
¥ Ewen if they could the/ need to handle mar (1.48M)

¥ Homework: Narrow done which aga of memoy is the
smallest - send p#aal attack thru that aga of memoy - Pl
It up then send the est of the attack



diniper Inspection

¥ Got it on eBy IDP
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diniper Inspection.?

¥ IDP 1050,100,200,500,600C/600FL000,
1100C 1100CF .same ba?

¥ e1000 cads set to 4096 descriptors

¥ Went from 3.1 to latest elease (drigrs
changed mltiple times)

¥ They are secue enough in their manhood -
root






diniper Inspection.3

¥Requi|es management sar - loaded it on
the bax itself

¥scio and sctop a your friends
¥ Jusr/idp/deicel...

¥ scio - 1O contol (set/get all sais of cmds)
¥ sctop - Monitor everything

¥ [/usr/idp/device/bin] - attach and watch

¥ Box was too loud - what can | do about
that?



Virtualize

ISOLINUX 1.72 2002-04-23 Copyright (C) 19942002 H. Peter Anvin
Welcome to MINDI-LINUX v0.81_Z0021Z19, a cousin of Mondo Rescue

Creation date: Wed Sep 14 12:35:10 PDT 2005
Image versiom: 3.1r3
These disks were generated on the following system:-

Kernel 2.4.30-4P3idpSMP on an i686

To restore your disk to factory defaults, type 'RESTORE® <enter:.
CAUTION: THIS WILL ERASE YOUR WHOLE DISK ttt
boot :
Loading wvmlinuz.......................
- Loading initrd.imng
. Ready.
ncompressing NetScreen IDP kernel... Ok, booting the kernel.




False Bsitives

¥ Mythical to me




diniper Sig Dig

¥The sighatug constructs [context + egex]

¥ IGMP
¥ Paclet with IP Options

¥ SSH

¥ Client to Sewer using SSH lookingif\(SSH.2
\0.PUTTY\].*

¥Then Sever to Client in a pac&t looking or ([*
\0Q]..|.[’00].|..[\040-\0377])..\x04\x.[\0200-
\0377].*



diniperThoughts

¥Now IOm curious - ifst@ll BgeX...
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RECLURSION - let@ee hi




/scio counter get 3y




/sclo const list




How did it handle
strikes?

¥ Backdoors [0 out of 4]
¥ Network Worms [3 out of 6]
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Example -uhiper

¥ Jiniper Filter

¥ HTTP (O.*/cwseb\.cgi/.*;.*O)
¥ Running on a 1.5 GHZ G4 using PCRE v
¥ Standad run (after initial) (100 jtes)

¥ Match: 66 usecs || 15,151 PPS

¥ Miss#4 usecs || 250,000 PPS



Example -uhiper 2

¥ Increase Data to 1500yes
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Build your own 200/60(

¥ Buy one Super Mioboar

¥ Install two XEON 2.8 CPUD

¥ Install 2 Gigajtes of memoy

¥ Install Silicom Ethernet ods (e1000)

¥ /scio const -s sOeass set
sc_tcp_max_ Aoy _mem_kb 0x4000 [inse}

¥ /scio const -s sOmass set
sc_tcp_max_paad mem_ kb 0x100000 [insér



Example fopLaer

¥ OLeader of Intrusion &entionO
¥ 4.4 Gbs rav Prewall throughput
¥ 2.0 Gbs rated mwall throughput

¥ 50k nav sessions per second

¥ 50k sessions teaown per second
¥ 1 million Concurent Sessions
¥ 1.5 million SYN Flood DOS Btection Rate

* RekrenceloplLger Website



Math,Math,Math

¥ 50,000 is the max session setup
¥ 50,000 Connections * 64 Bytes

¥ Can ony achiee 3.2 Mbits per second of me
trafbc (being consgatiw)

¥ Real vorld testing shavs that aTopLaer box
can handle 2.5 Mbits of trafPc bet¢ being
DDoS itself

¥ Math poved it out! Now checlout a Netsceen
box!



Device Discaery

¥ Most inline deices modify paeks

¥ Some changeT

¥ Others reorder”

~

O

"CP Pacgts

¥ Did you know some deices &en set unique
values In paeks that come thee way?

¥ Can yu bgue out what device does what?

¥ ExampletopLajer setsTTL to 255 andlCP
Options ae changed to MSS=1460



Remember!

¥ Somavhere on every device the ba trusts
the paclet in some wg

¥Find that location andouOll getour exploit

¥ISSNetscreen andioplayer are just
examples - no ofinse to those poor
bastads

¥ Eery bax has itOBreaking Bint






